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Contribution to DG INFSO - DG JAI consultation on traffic data
retention
I am writing this contribution as a citizen. This contribution, but not the attached essay, may be made
public.

A. The need for a common data retention regime
The consultation document mentioned above states: “From a European single market point of view, a
proportionate and consistent approach in all Member States is desirable. Consistency would avoid the
situation where the providers of electronic communications services are confronted with a patchwork of
diverse technical and legal environments.”
Providers of electronic communications services in the EU are confronted with a multitude of different
regulation regimes and laws in Member States today. So why would exactly the issue of data retention
need to be harmonised? Quite clearly, the real reason for the initiative for a common data retention
regime is to benefit law enforcement (see reasons 1-6 of proposal). If that is so, then harmonisation
should not be used as a pretext. That is especially so because the current proposal for a framework
decision would not harmonise retention periods (see Art. 4-1 of proposal) and requirements at all, but
providers would still be confronted with a patchwork of requirements. The only “harmonisation” it would
bring about is that data retention would be compulsory in every Member State.
However, service providers complain strongly about any data retention legislation1. Surely, they would
prefer not to be subjected to such legislation in some member states rather than having to retain data in all
member states due to “harmonisation” measures. In fact, I do not know of a single provider who is not
under obligation to retain traffic data at present but calls for the introduction of a harmonised regime.
Furthermore, there is a strong concern that Member States use the intransparent and undemocratic
procedure under the current TEU to introduce data retention legislation which national parliaments or the
European Parliament would otherwise reject. In fact, proposals for data retention legislation have been
repeatedly rejected by the German parliament, for example. Likewise, the European Parliament has
spoken out against data retention2. Art. 34 and Art. 39 TEU do not provide for an appropriate procedure
for deciding on an issue as sensitive and controversial as data retention.
In addition, the principle of subsidiarity (Art. 5 TEC, Art. 2 TEU) should be strictly applied. Just like in
other areas of law enforcement, Member States should retain the right to decide for or against data
retention by themselves.
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The only legitimate need for harmonisation exists in the area of the exchange of traffic data between
member states as well as in the area of international data preservation requests. However, these issues are
already addressed by the Council of Europe Cybercrime Convention, which makes it debatable whether
there is a need for EU action in these areas already covered by the Convention. Even if it was decided that
there was a need, it is important not to include any data retention provisions in a common instrument. An
opt-out clause would definitely not be sufficient since there would be de-facto pressure on member states
not to opt out of a data retention clause.

B. The need for data retention
The consultation document seeks information on “the number and frequency at which requests for given
types of data are made”. On this subject, I would like to comment that calculations made by the biggest
internet service provider in Germany, T-Online International AG, show that only 0.0004% of all traffic
data they process is later requested by government agencies for law enforcement purposes3. Therefore,
only one in 250,000 communications needs to be traced by government officials, a minuscule portion of
all communications taking place.
The consultation document further seeks information on “the effectiveness of current access regimes”.
It needs to be pointed out that no studies exist on the effectiveness of current access regimes or on
whether their effectiveness can be improved by data retention. The benefit of access to traffic data is
therefore completely unproven.
Furthermore, it is a common error to mistake the usefulness of access to traffic data in criminal
investigations for its effectiveness in crime prevention. There is no indication that an increased access to
traffic data would have any impact on crime rates and, therefore, on the citizens’ safety. Especially the
prevention of acts of terrorism (the reason now given to justify old demands of law enforcement agencies
for data retention) cannot seriously be expected to be aided by traffic data retention.
Serious criminals dispose of a multitude of ways to circumvent data retention, such as the use of mobile
phones registered on another person’s name, the use of stolen mobile phones, of prepaid calling cards or
proxy servers on the Internet, the use of public telephone booths or internet cafes. In all of those cases,
data retention is useless because authorities cannot establish who the data relates to.
A German study on the surveillance of telecommunications contents has shown that wiretap orders were
useful in only 17% of the investigations in which a wiretap order was issued4. It is likely that access to
traffic data is similarly (in)effective.
The question of effectiveness is covered in more detail in my attached essay.

C. The legality of data retention
The consultation document states: “In Community law, the 2002 Directive on Privacy and Electronic
Communications, adopted after 11 September 2001, has set out conditions under which Member States
may adopt legislative measures for law enforcement purposes, including data retention measures...”.
“Directive 2002/58/EC on Privacy and Electronic Communications does however not fully harmonise the
conditions under which traffic data might be retained or otherwise processed for ‘public order’
purposes.” “Determining what would be proportionate and consistent implies an assessment...”
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These statements imply that the proportionality and legality of data retention merely depend on
determining an adequate retention period and other details. This assumption is wrong since data retention
is not proportionate in any circumstances5. The disproportionality of data retention is demonstrated in
detail in my attached essay according to which data retention violates the Articles 8 and 10 ECHR and
also, if service providers are not compensated for compliance costs, Art. 1 PECHR.
The EU is bound by the ECHR (Art. 6-2 TEU) and may therefore not introduce a framework decision on
data retention.
Neither can directives such as the directive 2002/58/EC deviate from Art. 6-2 TEU and the human rights
provisions it refers to. Instead, the directive 2002/58/EC is subject to those human rights provisions. The
directive 2002/58/EC can therefore not legalise legislation incompatible with the ECHR, as is the case
with data retention legislation.
Besides, the consultation document is misleading in stating: “In Community law, the 2002 Directive on
Privacy and Electronic Communications, adopted after 11 September 2001, has set out conditions under
which Member States may adopt legislative measures for law enforcement purposes, including data
retention measures”. Art. 15 of the directive merely sets out conditions under which Member States may
deviate from some of the provisions of that directive. It does not legalise such measures in relation to
other areas of European law.
Finally, Art. 15-1 of the directive 2002/58/EC does not legalise blanket data retention; it specifically
states that “All the measures referred to in this paragraph shall be in accordance with the general
principles of Community law, including those referred to in Article 6(1) and (2) of the Treaty on
European Union.” Art. 15-1 does legalise “legislative measures providing for the retention of data for a
limited period”, but this includes legislation providing for retention orders on a case-by-case basis. It is
indisputable that the retention of traffic data associated with specified communications on a case-by-case
basis (see Art. 20 of Convention on Cybercrime) is compatible with human rights. Blanket data retention,
however, does not meet this condition.
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